In this paper we propose a scheme of encryption for Block ciphers in N-alphabet, where every member of any m-block of plain text is enciphered by different permutations which are generated by the help of a secret key word. Further we extend this method to multicode encryption using the fact that encrypting each member differently is the basis of multicode encryption.
INTRODUCTION
The philosophy of modern cryptanalysis is based on Kerchoff's principle stated as 'The security of cryptosystem must not depend on keeping the crypto-algorithm secret rather it should depend only on keeping the key secret'. In this principle, the sender communicates the secret key or keys to the intended recipient over a secured channel before the message being interchanged. When the sender and the recipient agree upon the secret key or keys, they start communicating with each other. This type of cryptosystem is called a Private Key cryptosystem [1, 8] .
The private key cryptosystem is classified into three categories namely, Monoalphabetic cryptosystems, Polyalphabetic cryptosystems and Transposition systems [11] . A cryptosystem is called Monoalphabetic when the message units are single letter blocks. The shift cryptosystem, affine cryptosystem and the substitution cryptosystem are the monoalphabetic cryptosystems.
Let P and C denote the numerical equivalents of plaintext and cipher text message units respectively and K denote the key space in a cryptosystem. In the Shift Cryptosystem for an Nalphabetic, we have P = C = K = N . For each k in K the encryption function ( ) :
k e x → P C and the decryption function ( ) : All the above systems can be broken by using frequency analysis. It is observed that in order to make these systems more secure it is to be made that each letter in the cipher text should appear with equal frequency. Basing on this rule polyalphabetic cryptosystem is constructed. Vignère System, Auto-key cipher system and Hill cipher are some of such polyalphabetic cryptosystems. All these cryptosystems are dealt in general under block ciphers, where the block ciphers are cryptosystems in which blocks of a fixed length are encrypted as blocks of same length with the encryption and decryption functions being permutation functions. The block ciphers are used for the encryption of long documents using the modes of operation like Electronic Code Book mode (ECB mode) [7, 10] , the Cipher Block Chaining mode (CBC mode), Cipher Feed Back mode (CFB mode), Output Feed Back mode (OFB mode) [2, 6] . In this paper we propose a scheme of encryption for Block ciphers in N-alphabet, where every member of any m-block of plaintext is enciphered by different permutations which are generated by the help of a secret key word presented in a theorem in section 2 and the extension of the method to multi code encryption is given in section 3.
AN ENCRYPTION SCHEME FOR BLOCK CIPHERS
In this section we give an encryption scheme for block ciphers in an N-alphabet that is determined by a private secret word which provides different permutations in encrypting each member of the plaintext in the following theorem. 
for each rk i taken modulo N and 1 2 { , , , , 1} { , 2 , , } {1, 2 , ( 1) , 0} , 
Example :
The above encryption scheme is described for a block of length 8 in the alphabet {A,B,C,...,Z} and the word "ENCIPHER" is taken to be the secret word. Remark 1 : Each member of any m-block is encrypted by different permutations. This provides unconditional security to the cryptosystem. This encryption scheme is determined by the secret key word agreed upon. The secrecy of the cryptosystem is maintained as long as the sender and the recipient maintained the secrecy of the key word. This may be attained by key exchange using public key exchange cryptosystem [12, 16] .
A SCHEME FOR GENERATING MULTI-CODES IN MULTI-CODE ENCRYPTION:
For the encryption of data [3, 15] with multi-codes for one character, each character is allotted a certain number of multi-codes. If 1 2 , . . , . , m a a a are m-codes for a character c in a plain text, c is represented by the code i a in the cipher-text if the occurrence number c o of c is such that o c ≡ i (mod m). In this section we give a method of generating multi-codes for each character in multi-code encryption which can be deciphered, by the receiver with the knowledge of secret key word that is agreed upon. The multi-codes for each of the character are generated through a secret key by the following procedure:
• Select a secret sentence of m words each of length n as secret key.
• Using the secret sentence, codes called Basic codes are introduced.
• Using numbers 1, 2, 3… n the codes called fundamental codes are introduced.
• The multi -codes are generated by modifying the fundamental codes with basic codes.
Construction of Basic codes and Fundamental Codes:
Basic Codes: Let S be the secret sentence of m words each of length n in N-alphabet i.e. S= 1 2 ( , ,..., ) The additions performed throughout in the generation of all the codes are the repeated digital sums i.e. digital root dr where the digital root of a number is the single digit value obtained by an iterative process of summing digits, on each iteration using the result from the previous iteration to compute a digit sum [6] . The process continues until a single-digit number is reached. Digital roots can be calculated with congruences rather than by adding up all the digits, by the following formula: 
Remark 3 :
In this encryption each member of the plain text is encrypted by a different code and the multi codes generated are determined by the secret key which is a secret sentence agreed upon. The security in this encryption is maintained as long as the secrecy of the secret key is maintained. This may also be attained by a regular change of the secret key by using the public key exchange cryptosystem [13, 16] .
Conclusion:
An encryption scheme is breakable if a third party without prior knowledge of the key can systematically recover plaintext frame. An encryption scheme can be broken by exhaustive search of the key space. So to make this approach computationally infeasible, one may enhance the key space. The key space for the proposed scheme has ! m N elements.
The encryption scheme proposed is a block cipher consumed with the stream cipher idea of processing character by character where a key stream ( 1 2 , , , m π π π The Multicodes can be generated by using a secret sentence both by the sender and the receiver. The secrecy of the multicodes is maintained as long as the sender and the recipient maintain the secrecy of the key word. This may be attained by key exchange using public key exchange cryptosystem.
